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Abstract

The emergence of writable, cross-session per-
sistent memory in LLM agents introduces a
qualitatively different threat landscape from
conventional input-centric security concerns,
characterized by three properties: persistence,
statefulness, and propagation. To systemati-
cally characterize this landscape, we propose
a Memory Lifecycle Framework that orga-
nizes attacks, defenses, and their cross-phase
dependencies along two axes: six lifecycle
phases (WRITE, STORE, RETRIEVE, EXE-
CUTE, SHARE & PROPAGATE, FORGET &
ROLLBACK) and four security objectives (In-
tegrity, Confidentiality, Availability, Gover-
nance). This analysis in turn exposes the need
for formal security guarantees at the system
level, motivating Verifiable Memory Gover-
nance (VMG), a framework of five architec-
tural primitives that specifies what verifiable
mechanisms a long-term-memory system must
provide to maintain auditable, recoverable con-
trol over its memory state. Our analysis indi-
cates that robust Long-Term Memory (LTM)
security cannot be retrofitted at retrieval or
execution time alone, but must be anchored
in storage-time provenance, versioning, and
policy-aware retention from the outset.

1 Introduction

Large language models (LLMs) are increasingly
serving as the foundation for interactive and au-
tonomous agents (Zhang et al., 2025d; Wang et al.,
2024a). As their role expands from generating re-
sponses to supporting decisions, tool use, and user
interactions, their security risks also extend beyond
isolated outputs (Zhan et al., 2024; Zhang et al.,
2025c; Greshake et al., 2023). In recent years, re-
search on the security of LLM-based agents has
traditionally centered on two parts: knowledge en-
coded parametrically in model weights (Carlini
et al., 2021; Bourtoule et al., 2021; Maini et al.,
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2024) and prompt manipulation within single- or
multi-turn interactions (Liu et al., 2024; Russi-
novich et al., 2025). As these agents evolve
from stateless chatbots into autonomous systems
equipped with persistent long-term memory, how-
ever, the focus of security concern is shifting from
transient inputs to durable state. This transition
qualitatively changes the landscape of security: at-
tackers no longer merely seek to influence an imme-
diate response, but to manipulate how the system
remembers, retrieves, plans, and acts across future
interactions.

On the other hand, existing prompt-injection and
RAG-corruption mitigations are fundamentally lim-
ited for Long-Term Memory (LTM) security: they
largely operate within a single session or retrieval
episode (Debenedetti et al., 2025; Xiang et al.,
2026) and do not fully address the cross-session,
stateful nature of persistent memory (Packer et al.,
2023; Zhong et al., 2024; Chhikara et al., 2025;
Zou et al., 2026). Expanding context windows, for
instance, do not subsume the security challenges
introduced by LTM. Although a larger context win-
dow improves within-session recall, it does not
create persistent memory, as its contents are not
automatically retained, shared, or retrieved across
future interactions (Packer et al., 2023; Zhong et al.,
2024; Chhikara et al., 2025). Provenance tagging,
principal-scoped retrieval, rollbackable state, and
verified forgetting arise whenever content outlives
a session or crosses a principal boundary (Moreau
et al., 2013; Li et al., 2025b; Rezazadeh et al., 2025;
Bourtoule et al., 2021).

Through a systematic review of existing litera-
ture, we identify three fundamental properties in-
troduced by long-term memory that remain unad-
dressed by existing models. (1) Persistence. A
poisoned entry can be recalled across an indefinite
number of future sessions, long after the originat-
ing context has closed (Dong et al., 2025; Zou et al.,
2026). (2) Statefulness. The unit of security analy-
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sis shifts from isolated input instances to the agent’s
evolving memory state. An agent that has accumu-
lated a cluster of subtly biased episodic memories
may exhibit behavioral drift long before any sin-
gle memory entry triggers a conventional safety
classifier (Dong et al., 2025; Zou et al., 2026). (3)
Propagation. In multi-agent and shared-state sys-
tems, contamination spreads through inter-agent
messages, shared stores, and tool arguments, pro-
ducing cascading effects across session, role, and
user boundaries (Gu et al., 2024; Men et al., 2025;
El Yagoubi et al., 2026).

Taken together, these properties suggest that
LTM is not merely an extension of context or
storage capacity, but a new security substrate that
changes what must be protected, monitored, and
governed. Existing agent-security frameworks,
which are primarily organized around inputs, out-
puts, or isolated interactions, therefore provide only
a partial account of the risks introduced by persis-
tent memory. The central question we pursue is:
when an LLM agent acquires writable, retrievable,
cross-session persistent memory, what qualitative
change occurs in the security landscape, and how
should the field organize its response?
Comparison with exsiting surveys. Table 1 com-
pares our work with existing surveys along three
dimensions. While prior surveys address at most
one of these axes partially, none organizes anal-
ysis around the full memory lifecycle, accounts
for benign risks, or proposes a unifying concep-
tual framework. In contrast, our work addresses
all three gaps through a unified lifecycle-oriented
analysis of attacks, defenses, and governance.
Our contributions. Through a systematic liter-
ature review, we provide a taxonomy framework
for LTM security in LLM agents, as shown in Fig-
ure 1. This taxonomy serves as an organizational
scaffold for analyzing how memory-related attacks,
defenses, and governance requirements are con-
nected across the memory lifecycle. In summary,
our work makes three contributions:

• A Memory Lifecycle Framework as an Organi-
zational Principle. We propose a six-lifecycle-
phase framework (WRITE; STORE; RETRIEVE;
EXECUTE; SHARE & PROPAGATE; FORGET &
ROLLBACK), exposing cross-phase attack chains
invisible to single-turn or input-centric frame-
works.

• A Systematic Survey of Attacks and Defenses
for LTM. We map representative attacks and de-

fenses onto the lifecycle framework, revealing
that threats at the write and retrieve phases are
well-studied while defenses at the store, share,
and forget phases remain comparatively sparse,
and that no existing benchmark covers the full
memory lifecycle.

• A Formal Framework for Verifiable Memory Gov-
ernance (VMG). We formalize memory gov-
ernance into five primitives (Write Authoriza-
tion, Provenance Visibility, Principal-Scoped
Retrieval, Rollbackability, Verified Forgetting),
each with a predicate definition and evaluation
metric. This formalization transforms gover-
nance from a qualitative desideratum into a set
of verifiable, auditable system properties.

Table 1: Comparison with existing surveys on agent
and RAG memory. ✓ = explicit; G# = partial; ✗ = not
addressed.

Survey LifeCycle Benign Risk Conceptual Framework

Zhang et al. (2025d) ✗ ✗ ✗
Wu et al. (2025b) ✗ ✗ ✗
Liang et al. (2025b) ✗ ✗ ✗
He et al. (2024) ✗ ✗ ✗
Mu et al. (2026) G# ✗ ✗
Bodea et al. (2026) G# ✗ ✗
Hu et al. (2025) ✗ ✗ ✗
Tang et al. (2026) G# ✗ ✗
Luo et al. (2026) G# ✗ ✗

Ours ✓ ✓ ✓

2 Memory Lifecycle Framework

Both offensive and defensive literature tend to treat
each work as an isolated phenomenon (Zhang et al.,
2025d; Wu et al., 2025b; He et al., 2024; Tang et al.,
2026; Mu et al., 2026), lacking a unified cross-stage
framework to reveal the relationships among them.
For example, poisoning implanted during the Write
stage may be activated during the Retrieve stage
and exploited during the Execute stage, while the
most effective point of defensive intervention may
lie in a different phase. In contrast, we organize
our analysis around the memory lifecycle, which
reveals where attacks are seeded, how they propa-
gate across phases, and where defenses can most
effectively intervene.

As shown in Figure 2, we decompose the mem-
ory lifecycle into six phases: Write, Store, Retrieve,
Execute, Share & Propagate, Forget & Rollback.
❶ Write. It commits content to long-term mem-
ory through explicit user instruction, implicit dia-
logue summarization, environmental observation,
or cross-agent memory sharing. The central secu-
rity question is whether memory writes are subject
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Attack Patterns

Write

Corpus-level Poisoning: AgentPoison (Chen et al., 2024),
BadRAG (Xue et al., 2024), Phantom (Chaudhari et al., 2024)

Query-induced Injection: MINJA (Dong et al., 2025),
InjecMEM (Tian et al., 2026)

Environment-injected: eTAMP (Zou et al., 2026),
SpAIware (Herrador and Rehberger, 2026)

Procedural Grafting: MemoryGraft (Srivastava and He, 2025)

Store

Compression Amplification: A-MEM (Xu et al., 2025),
MemGPT (Packer et al., 2023)

Provenance Stripping: MemOS (Li et al., 2025b)

Retrieve & Execute

Control-flow Hijacking: MCFA (Xu et al., 2026)

Retrieval Poisoning: PoisonedRAG (Zou et al., 2025), (Liang et al., 2025a),
KEPo (Chen et al., 2026)

Backdoor / Trigger: AgentPoison (Chen et al., 2024),
Phantom (Chaudhari et al., 2024)

Share & Propagate

Cross-agent Contagion: Agent Smith (Gu et al., 2024), (Men et al., 2025)

Self-replicating Worms: AI Worm (Cohen et al., 2025)

Cross-user Contamination: (Yang et al., 2026), (Wang et al., 2025)

Forget & Rollback

Residual Derivatives: Ghost of the Past (Zhang et al., 2024),
PersistBench (Pulipaka et al., 2026)

Reappearance after Deletion: (Wang et al., 2024b),
Agentic Unlearning (Wang et al., 2026a)

Failed Recovery / Traceback: RAGForensics (Zhang et al., 2025a),
MemOS (Li et al., 2025b)

Defenses

Write-time Prevention
Human-verified Freeze: VerificAgent (Nguyen et al., 2025)

Provenance Tagging: PROV-AGENT (Souza et al., 2025)

Retrieve-time Detection

Certifiable Aggregation: RobustRAG (Xiang et al., 2026)

Trust Scoring: TrustRAG (Zhou et al., 2025), SeCon-RAG (Si et al., 2025)

Activation-based: RevPRAG (Tan et al., 2025b)

Memory-native Consensus: A-MemGuard (Wei et al., 2025)

Execute-time Containment

Info-flow Control: CaMeL (Debenedetti et al., 2025),
FIDES (Costa et al., 2025), PCAS (Palumbo et al., 2026)

Tool Privilege: Progent (Shi et al., 2025),
IsolateGPT (Wu et al., 2025c), (Jacob et al., 2025)

Contextual Privacy: (Wen et al., 2026), AgentSpec (Wang et al., 2026b)

Share-time Governance
Principal-scoped Access: (Rezazadeh et al., 2025), (Li et al., 2025a)

Contagion Detection: BlindGuard (Miao et al., 2025)

Forget/Rollback Recovery

Forensic Traceback: RAGForensics (Zhang et al., 2025a)

Snapshot / Rollback: MemOS (Li et al., 2025b)

Machine Unlearning: (Bourtoule et al., 2021), TOFU (Maini et al., 2024),
RAG-unlearn (Wang et al., 2024b)

Verifiable Memory
Governance

Write Authorization: VerificAgent (Nguyen et al., 2025), MINJA (Dong et al., 2025), eTAMP (Zou et al., 2026)

Provenance Visibility: MemOS (Li et al., 2025b), PROV-AGENT (Souza et al., 2025)

Principal-scoped Retrieval: (Rezazadeh et al., 2025), (Li et al., 2025a),
NIST AI RMF (National Institute of Standards and Technology, 2023)

Rollbackability: RAGForensics (Zhang et al., 2025a)

Verified Forgetting: TOFU (Maini et al., 2024), RAG-unlearn (Wang et al., 2024b)

Figure 1: Taxonomy of long-term memory security in LLM agents.

to explicit source authentication and authorization,
rather than allowing untrusted external content to

enter memory as if it were user-endorsed (Dong
et al., 2025; Zou et al., 2026; Tian et al., 2026;



Greshake et al., 2023). ❷ Store. This phase in-
dexes, compresses, merges, decays, and evicts writ-
ten content (Packer et al., 2023; Zhong et al., 2024;
Xu et al., 2025; Chhikara et al., 2025; Li et al.,
2025b). It determines whether poisoned memory
can persist, remain traceable, or become ampli-
fied. When a poisoned entry is distilled into a
high-level lesson, it may be effectively promoted to
higher retrieval priority and presented with greater
apparent authority. ❸ Retrieve. This phase brings
previously stored memory entries back into con-
text through embedding similarity, keyword match-
ing, graph-based retrieval, or hybrid routing (Lewis
et al., 2020; Edge et al., 2024; Zhang et al., 2025d).
Rather than serving as a neutral lookup mechanism,
retrieval shapes downstream reasoning by selecting
which memories enter the model context and which
are excluded (Barnett et al., 2024; Chen et al., 2024;
Zou et al., 2025; Srivastava and He, 2025). ❹ Ex-
ecute. In this phase, retrieved memories begin to
shape the model’s planning, reasoning, and tool-
use decisions (Sumers et al., 2024; Packer et al.,
2023; Wang et al., 2024a). Recent work on memory
control-flow attacks (Xu et al., 2026) shows that a
sufficiently salient retrieved memory can override
explicit user instructions, thereby shifting memory
poisoning from a data-integrity issue to a control-
flow problem. ❺ Share & Propagate. This phase
determines whether contamination spreads later-
ally, from agent to agent via shared memory (Gu
et al., 2024); vertically, from individual users to
organizational memory; or temporally, from one
session to another through persistent profiles. It
captures the risk that a poisoned memory may es-
cape its original context and become reused, inher-
ited, or trusted across broader interaction scopes.
❻ Forget & Rollback. This phase concerns the
system’s ability to remove contaminated memories,
roll back to a known-safe state, trace the prove-
nance of poisoned entries, and verify the effective-
ness of remediation. It determines whether the
system can recover after a successful attack. With-
out snapshots, version diffs, and forensic traceback,
defenses remain limited to best-effort prevention
and provide no reliable path for post-breach reme-
diation (Zhang et al., 2025a). The memory life-
cycle decomposition is also motivated in part by
an analogy with human memory, as introduced in
Appendix B.

3 Attack Patterns Across the Lifecycle

We organize the attack literature along the lifecycle
introduced in Section 2, tracing how a poisoned
memory is seeded at WRITE, persists through
STORE, reactivates at RETRIEVE, steers behavior
at EXECUTE, spreads via SHARE & PROPAGATE,
and survives incomplete cleanup during FORGET

& ROLLBACK.

3.1 Write: Seeding Poisoned Memory

Within memory lifecycle, the WRITE phase is
where memory poisoning attack first enters the
system. Table 2 organizes write-path attacks by
decreasing attacker privilege, ranging from corpus
write access to query-only interaction and, finally,
environment-only influence. Along this trajectory,
both persistence and scope have expanded while
attack effectiveness has remained high.

Some representative works mark the concep-
tual shifts in this gradient. AgentPoison (Chen
et al., 2024) demonstrates that a corpus-level ad-
versary can plant embedding-space backdoors with
under 0.1% poison rate and over 80% attack suc-
cess. MINJA (Dong et al., 2025) demonstrates that
query-only interaction suffices to permanently alter
memory state. eTAMP (Zou et al., 2026) closes
the privilege gap entirely by showing that an at-
tacker need not interact with the agent and only
has to manipulate a web page the agent encounters
during normal operation. Together, these results
point to a clear defensive implication: the effective
write-stage attack surface includes not only explicit
memory updates, but also any observable context
that can influence what the agent decides to store.

3.2 Store: Provenance, Retention, and Audit
in Long-Term Memory

The STORE phase is a critical control point in long-
term memory security because it determines how
written entries are indexed, compressed, retained
and evicted before later retrieval or execution. First,
indexing determines which future queries can re-
activate a memory entry, making retrieval keys,
semantic labels, and storage-priority assignments
potential adversarial amplifiers (Tian et al., 2026;
Chen et al., 2024). Second, retention, decay, and
eviction policies jointly regulate both availability
and confidentiality. Retention schemes based on ac-
cess frequency or recency may inadvertently keep
adversarial entries alive while discarding legitimate
ones. Furthermore, without automatic expiration or
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Lifecycle
Phase

1 WRITE 2 STORE 3 RETRIEVE 4 EXECUTE 5 SHARE & 
PROPAGATE

6 FORGET &
ROLLBACK

Commit content to long-term 
memory via explicit user 

input, summarization, 
environmental observation, 

or cross-agent sharing.

Index, compress, merge,
decay, and evict memories.

Decides what persists, 
how it is represented, 

and how it can be traced.

✣ ◷⌫

Retrieve relevant memories
via embedding, keyword,
graph, or hybrid search
into the active context.

Retrieved memories
influence reasoning,
planning, and tool-use
decisions and actions.

Memories spread across
agents, users, sessions,
or tools via messages,

shared stores, or
arguments.

Delete, trace, or roll back
memories and verify
that they are fully
removed or restored.

Typical
Artifacts

ü Raw inputs 
ü Observations 
ü Summaries 
ü External content

ü Vector/graph index
ü Summaries/lessons
ü Metadata & 

provenance
ü Retention policies

ü Retrieved items 
ü Scores & ranking 
ü Retrieval context 
ü Provenance info

ü Prompts w/ memory
ü Plans / CoT
ü Tool calls
ü Actions / Outputs

ü Messages
ü Shared memory
ü Tool arguments
ü Cross-agent logs

ü Deletion records
ü Rollback snapshots
ü Audit logs
ü Verification proofs

Cross-Phase Attack Chain

Poison seeded 
at WRITE

Lies dormant 
in STORE

Reactivated at 
RETRIEVE

Steers behavior 
at EXECUTE

Spreads via 
SHARE

Survives in 
FORGET

Legend

Data/Control Flow

User / External Source

Agent

Memory Store

Figure 2: The six-phase memory lifecycle of an LLM agent. Each phase introduces distinct security questions.

user-accessible deletion, sensitive content can ac-
cumulate in memory indefinitely, creating growing
privacy exposure over time. (Zhong et al., 2024; Li
et al., 2025b; Zhang et al., 2024; Zou et al., 2026).
Third, versioning and audit determine whether post-
breach forensics, rollback, and verifiable forgetting
are possible; provenance, write logs, snapshots, and
diff-auditable histories are prerequisites for tracing
poisoned entries and their downstream effects (Li
et al., 2025b; Zhang et al., 2025a). Thus, memory
security must be anchored in storage-time prove-
nance, versioning, auditability, and policy-aware
retention, rather than retrofitted only at retrieval or
execution time.

3.3 Retrieve and Execute: From Selection to
Action Steering

RETRIEVE is the chokepoint that reconnects past
writes with present use, allowing a memory entry
written weeks earlier to re-enter the active context
window and influence the agent’s current behav-
ior. MCFA (Xu et al., 2026) shows that a suffi-
ciently salient retrieved memory can override the
user’s explicit instruction and dictate the tools the
agent invokes, their invocation order, and their ar-
guments, highlighting the risk that poisoned mem-
ory can usurp the agent’s operational autonomy.
MemoryGraft (Srivastava and He, 2025) extends
this retrieval-to-execution threat beyond explicit
tool control by showing that poisoned procedural
memories, once retrieved as prior “successful ex-
periences,” can be reused as task-solving strategies
and silently replace the agent’s behavior without a

separate trigger.

Taken together, the WRITE, STORE, RETRIEVE,
and EXECUTE phases yield the end-to-end attack
chain. A manipulated web observation encoun-
tered during routine browsing can be summarized
as a memory entry and persisted to long-term stor-
age. Days or weeks later, in a different session
and possibly a different task context, the card is
retrieved and silently steers tool invocation. The
poisoning window closes before execution begins,
so single-turn detection cannot observe both ends
of the chain.

3.4 Share & Propagate: Internal Channels
Dominate Leakage

In multi-agent and shared-state systems, contami-
nation can spread through inter-agent messages,
shared memory stores, and tool-mediated data
flows, where poisoned content is passed as argu-
ments to external tools or written into shared arti-
facts. (Gu et al., 2024) shows that a single adversar-
ial input can propagate exponentially through pair-
wise exchanges, reaching approximately one mil-
lion multimodal agents. (Men et al., 2025) demon-
strates analogous propagation through dialogue;
and ComPromptMized (Cohen et al., 2025) con-
structs zero-click self-replicating prompts that tra-
verse GenAI-powered email assistants, with each
recipient’s agent absorbing and re-emitting the pay-
load to its own contacts.



Table 2: Write-path attacks ordered by decreasing attacker privilege.

Work Attacker Access Activation Cross
Session

Cross
Site Mechanism and Evidence

AgentPoison (Chen
et al., 2024)

Corpus write Optimized
backdoor

✓ – Embedding-space poisoning. Optimizes
poisoned memories with <0.1% poison
rate and ≥80% ASR.

InjecMEM (Tian
et al., 2026)

Single
interaction

Topic-
conditioned

✓ – Retriever-agnostic anchoring. Combines
anchors with Multi-GCG, reaching 76.6%
ASR on MemoryOS.

MINJA (Dong
et al., 2025)

Query-only Victim-term
retrieval

✓ – Self-generated poison. Uses bridging steps
and indication prompts to make the agent
create the malicious memory.

MemoryGraft (Sri-
vastava and He,
2025)

Ingestion artifact Trigger-free ✓ – Procedural-memory grafting. Imitates
semantic procedures rather than injecting
factual memories.

eTAMP (Zou
et al., 2026)

Environment
only

Observation-
based

✓ ✓ Web-observation poisoning. Adversarial
web content is absorbed during browsing,
producing 8× “frustration” amplification.

3.5 Forget & Rollback: Residual State and
Failed Recovery

The FORGET phase is where the system is expected
to remove poisoned or sensitive memory state after
an attack has been detected. Unlike WRITE or RE-
TRIEVE, the risk in FORGET does not come from
introducing or reactivating a new payload, but from
failing to fully remove poisoned or sensitive mem-
ory state after it has been discovered. Incomplete
forgetting arises because a single memory item may
leave derivatives across raw dialogue logs, sum-
marized memory cards, vector indexes, reflected
lessons, shared stores, and audit records (Packer
et al., 2023; Xu et al., 2025; Chhikara et al., 2025;
Li et al., 2025b; Rezazadeh et al., 2025). Deleting
only the visible entry can therefore leave retriev-
able residues in compressed summaries, retrieval
indices, or propagated copies, allowing contamina-
tion to reappear after apparent cleanup (Wang et al.,
2024b, 2026a).

4 Defenses: Prevention, Containment,
and Recovery

Similar to attacks, defenses can be categorized
based on their role in the lifecycle. Just as attacks
exploit the sequential nature of memory operations
by seeding poison at WRITE, amplifying it through
STORE, reactivating it at RETRIEVE, and propagat-
ing it via SHARE, defenses must be deployed in a
correspondingly distributed fashion, with no single
intervention point sufficient to break the full attack
chain. This lifecycle-aware perspective motivates a
layered defense architecture that addresses preven-
tion, containment, and recovery as complementary,
rather than competing, objectives. At WRITE time,

the central objective is to prevent untrusted con-
tent from being consolidated into persistent mem-
ory. VerificAgent (Nguyen et al., 2025) introduces
human-verified freezing, where candidate memo-
ries are audited before being committed to a frozen
safety contract. MemCube-style memory units (Li
et al., 2025b) instead attach source, version, sensi-
tivity, and temporal metadata at write time, making
later audit, access control, and rollback possible.
STORE-time defenses remain comparatively un-
derdeveloped. Nevertheless, versioned snapshots,
write logs, content-addressable records, and com-
pression audits provide the necessary architectural
substrate for subsequent recovery. Provenance stan-
dards, such as W3C PROV (Moreau et al., 2013),
further offer a principled serialization layer for
representing and managing these lineage-bearing
memory objects.

Among the memory lifecycle stages, the RE-
TRIEVE phase has seen the most concentrated
development of defensive mechanisms. Ro-
bustRAG (Xiang et al., 2026) offers certifiable
robustness against retrieval corruption through
isolate-then-aggregate generation, substantially re-
ducing the effectiveness of poisoning attacks.
TrustRAG (Zhou et al., 2025) and SeCon-RAG (Si
et al., 2025) use clustering, trust scoring, semantic
similarity, and contradiction-aware filtering to dis-
tinguish benign from malicious retrieved content.
RevPRAG (Tan et al., 2025b) detects poisoning
through activation differences between poisoned
and non-poisoned generations. A-MemGuard (Wei
et al., 2025) is more memory-native: it retrieves
semantically related memories, compares indepen-
dent reasoning paths, treats disagreement as an



anomaly signal, and distills detected attacks into
lesson memories for future hardening. EXECUTE-
time defenses ask not what enters the context win-
dow, but what the model may do with it. CaMeL,
FIDES, and PCAS enforce information-flow con-
trol by separating data and control planes and re-
stricting the influence of untrusted content on tool
use or program flow (Debenedetti et al., 2025;
Costa et al., 2025; Palumbo et al., 2026). Progent,
IsolateGPT, and type-directed privilege separation
further reduce blast radius through fine-grained tool
policies, execution isolation, and typed privilege
boundaries (Shi et al., 2025; Wu et al., 2025c; Jacob
et al., 2025).

SHARE-time defenses shift the focus from
content-level inspection to principal-aware access
and interaction modeling. Collaborative Mem-
ory (Rezazadeh et al., 2025) models multi-user
and multi-agent access through a time-evolving
principal–resource graph, while BlindGuard (Miao
et al., 2025) uses unsupervised graph-level anomaly
detection to flag previously unseen multi-agent con-
tagion patterns. Finally, defenses for the FORGET

& ROLLBACK phase remain comparatively sparse.
RAGForensics (Zhang et al., 2025a) shows that
post-hoc traceback is feasible for static RAG cor-
pora, and (owa) provides an industry reference for
integrity checks, policy enforcement, snapshots,
and rollback primitives. However, end-to-end eval-
uations of these defenses remain limited for dy-
namically updated agent memories, especially for
verifying deletion, ensuring reliable rollback, and
supporting forensic traceback.

5 Verifiable Memory Governance: An
Operational Framework

After surveying the landscape of attacks and de-
fenses in the preceding sections, we arrive at a
central question: what verifiable mechanisms must
a long-term-memory Agent or LLM system provide
in order to maintain auditable, recoverable control
over its own memory state, and thereby support
trustworthy user operations such as control, trac-
ing, isolation, recovery, and deletion? We refer
to this requirement as Verifiable Memory Gover-
nance (VMG). In this work, we identify five core
primitives that support Verifiable Memory Gover-
nance:

• Write Authorization (WA) requires that every
entry committed to long-term memory be at-
tributable to an authenticated source and pass

an explicit authorization check before consolida-
tion, preventing untrusted external content from
entering memory as if user-endorsed.

• Provenance Visibility (PV) requires that ev-
ery memory entry carry a queryable, lineage-
complete provenance record tracing back to its
originating write event through any intermediate
summarization or merging steps, enabling post-
breach attribution and forensic analysis.

• Principal-Scoped Retrieval (PS) requires that
the retrieval function return only entries whose
authorized scope includes the querying princi-
pal, preventing cross-user or cross-agent memory
leakage even under adversarial queries.

• Rollbackability (RB) requires that the system
maintain versioned snapshots and write logs suffi-
cient to restore the memory store to a known-safe
state at any prior point in time, enabling recovery
after a successful attack.

• Verified Forgetting (VF) requires that after a
deletion operation, the system can demonstrate
through post-deletion membership tests that the
target content is no longer recoverable from any
substrate—including raw logs, compressed sum-
maries, vector indices, and propagated copies.

As summarized in Table 3 in Appendix, for each
primitive, we specify the representative threat it
withstand, the corresponding defense direction, and
a proposed evaluation metric.

Formal definition. To make the five primi-
tives evaluable, we cast them as predicates over
a memory store Mt at time t. Each entry
m ∈ Mt carries metadata (src(m), scope(m),
prov(m), ver(m)) denoting source principal, au-
thorized principal set, provenance record, and ver-
sion identifier. Mt denotes the complete state of
the system’s memory store at time t. Formally, we
define the following criteria:

WA(Mt) := ∀m ∈ Mt, src(m) ̸= ⊥
∧ authW(src(m),m, t) = 1,

(1)

where ⊥ denotes an undefined or missing source
principal, and authW denotes an explicit write-
time authorization check.

PV(Mt) := ∀m ∈ Mt, Queryable(m)

∧ LineageComplete(m),

(2)



which requires every memory entry to maintain
queryable provenance traceable to its original write
event, with lineage preserved across summariza-
tion, merging, or distillation.

PS(Mt) := ∀q, π, R(q, π,Mt)

⊆ {m ∈ Mt : π ∈ scope(m)} ,
(3)

which requires that, for any query q and requesting
principal π, the output of R(q, π,Mt) be strictly
restricted to entries for which π ∈ scope(m).

RB(Mt) := ∀ t0 < t s.t.

rollback(Mt, t0) = Mt0 ,

(4)

which requires that the system be able to roll back
the current memory store to an exact prior state
Mt0 for some t0 < t.

VFε(Mt)

:= ∀X, Pr
q∼QX

[ExposeX(q, FX(Mt)) = 1]

≤ ε,

(5)

which bounds the probability that any probing
query q can re-expose target content X after dele-
tion by FX to at most ε. FX(·) denotes the dele-
tion operator removing target content X from the
memory store. QX is the distribution over adver-
sarial probing queries whose intent is to recover X .
ExposeX(q,M ′) is a binary indicator that equals
1 if the post-deletion store M ′ = FX(Mt) returns
a response sufficiently reconstructs X .

A optimal system should satisfy ε-VMG at time
t if all five hold simultaneously:

MSε(Mt) := WA∧PV∧PS∧RB∧VFε. (6)

Under lineage-based deletion the primitives form a
design pre-order:

VFε ⪯ RB ⪯ PV ⪯ WA, (7)

where X ⪯ Y means implementing X requires
Y as an architectural precondition; PS is orthog-
onal to this lineage chain but necessary for any
confidentiality claim. Specifically, PV depends
on WA because lineage-complete provenance re-
quires every write event to carry an authenticated
source principal src(m) ̸= ⊥; without write-time
authorization, provenance records may exist but
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Figure 3: The five primitives as a dependency tower.

cannot be anchored to a verified origin, rendering
the lineage incomplete and post-breach attribution
unreliable.

Figure 3 renders the dependency as a tower: the
widest, most mature foundation is WA; each suc-
cessive layer narrows and becomes less deployed.
This dependency structure most clearly shows why
VMG must be treated as a lifecycle property rather
than as a final layer added post hoc. However,
existing literature suggests that PV, which under-
pins both RB and VF, remains rare in published
architectures. This observation yields a key diag-
nostic insight: near-term progress should focus on
building provenance infrastructure before pursuing
higher-level primitives whose architectural precon-
ditions are not yet in place.

6 Conclusion and Future Work

As LLM agents increasingly rely on persistent
memory, cross-session long-term memory intro-
duces risks beyond conventional input-centric or
single-turn security frameworks. We propose a
Memory Lifecycle Framework organizing attacks
and defenses across six phases and four objectives,
showing that memory threats unfold as cross-phase
chains where poisoned content can persist, propa-
gate, and resist cleanup. We further introduce Veri-
fiable Memory Governance, specifying five primi-
tives for auditable and recoverable memory control,
and highlight key gaps in provenance infrastruc-
ture, cross-principal propagation, and post-deletion
verification.

A critical future direction is to design bench-
marks that assess LTM security across the entire
memory lifecycle, including cross-session contam-
ination, share-time propagation, and forget-time
recovery, all of which are still only partially cov-
ered by existing benchmarks (Zhang et al., 2025c;
Debenedetti et al., 2024; Zhang et al., 2025b; Zhan
et al., 2024; Wu et al., 2025a; Maharana et al., 2024;
Tan et al., 2025a; Hu et al., 2026; Yoon et al., 2026;
Guo et al., 2026; Pulipaka et al., 2026).



Limitations

The scope and findings of this survey should be
understood in light of several limitations. First,
long-term memory security for LLM agents is a
rapidly evolving area, and many relevant systems,
attacks, and benchmarks keep emerging. Although
we aim to cover representative work across attacks,
defenses, and governance, our taxonomy may not
fully capture recent or unpublished developments,
especially in industrial memory systems whose in-
ternal designs are not publicly documented.

Second, our Memory Lifecycle Framework is
intended as an organizational scaffold rather than
a strict decomposition of all memory operations.
In practice, the boundaries between phases can
be blurred: retrieval and execution may be tightly
coupled, storage and summarization may occur
continuously, and sharing may implicitly happen
through tool calls, logs, or external artifacts. There-
fore, some attacks and defenses may span multiple
phases and can be categorized differently depend-
ing on the system architecture.
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Appendix

A Architectural Governance Primitives.

Table 3 summarizes the five VMG primitives from
Section 5, specifying for each the representative
threat, corresponding defense direction, and pro-
posed evaluation metric.

B Human-Memory Bridge / Conceptual
Grounding

Our lifecycle memory view is grounded in a lim-
ited analogy with human memory. Cognitive neu-
roscience frames memory not as a fixed archive
but as a reconstructive and reconsolidatable system
where experiences are encoded, consolidated, re-
activated, and sometimes rewritten as context and
goals evolve (Squire et al., 2015; Schacter et al.,
1998; Schacter and Addis, 2007; Nader et al., 2000;
Zaki and Cai, 2025). This perspective underscores
why long-term memory in LLM agents cannot be
reduced to mere context extension or passive stor-
age. Profile memories, episodic logs, summaries,
and retrieval stores determine what persists, what
is later reactivated, how traces are compressed, and
how the agent interprets its own past. The security
question is therefore not only whether a single in-
put is malicious, but whether an untrusted trace can
be written, consolidated, retrieved, elevated, propa-
gated, or deleted across the memory lifecycle.

The analogy also clarifies the primitives needed
for Verifiable Memory Governance (VMG). In
human memory, misinformation often operates
through source-monitoring failure, confidence in-
flation, reconsolidation after recall, and social con-
tagion rather than direct overwrite (Loftus, 2005;
Roediger III et al., 2001; Nader et al., 2000). The
corresponding agent-level failures include prove-
nance failure, read-time rewriting through summa-
rization or reflection, and cross-agent contamina-
tion. Injected content may be misattributed as the
agent’s own experience (Dong et al., 2025; Tian
et al., 2026), promoted through compression into
more authoritative lesson memory (Packer et al.,
2023; Xu et al., 2025), or propagated via shared
memory and inter-agent communication (Gu et al.,
2024; Men et al., 2025). Robust LTM security
therefore needs to operate across the full lifecy-
cle. Write authorization and provenance visibility
protect the origin of memory, principal-scoped re-
trieval limits who can reactivate it, and rollbacka-

bility together with verified forgetting determines
whether corrupted or sensitive traces can be re-
moved after they have spread.



Table 3: Architectural governance primitives.

Primitive Representative Threat Representative Defense Proposed Metric

Write
Authorization
(WA)

Query-induced injection;
environment-injected
poisoning (Dong et al., 2025; Tian
et al., 2026; Zou et al., 2026)

Typed write validation; human or
policy arbitration (Nguyen et al.,
2025; Jacob et al., 2025; Palumbo
et al., 2026)

Adaptive injection-survival rate at
bounded false-positive rate
(FPR) (Nasr et al., 2026)

Provenance
Visibility (PV)

Source-monitoring failure;
imitation-based
grafting (Srivastava and He, 2025)

Provenance-gated retrieval;
lineage-preserving
compression (Moreau et al., 2013;
Souza et al., 2025)

Fraction of entries traceable to
source event

Principal-
Scoped
Retrieval (PS)

Cross-user contamination;
black-box extraction (Yang et al.,
2026; Wang et al., 2025;
El Yagoubi et al., 2026; He et al.,
2025)

Capability- or label-based retrieval
policy (Li et al., 2025a; Costa et al.,
2025; Mireshghallah et al., 2026)

Cross-principal leakage rate under
scripted query suites

Rollbackability
(RB)

Compression-amplified toxins;
behavioral drift (Packer et al.,
2023; Xu et al., 2025)

RAGForensics-style traceback
adapted to agent memory (Zhang
et al., 2025a)

Time-to-remediation; fraction of
toxic entries localized

Verified
Forgetting (VF)

Residual derivatives; reappearance
in summaries (Zhang et al., 2024;
Pulipaka et al., 2026)

Coordinated deletion across raw,
summary, index,
weights (Bourtoule et al., 2021;
Maini et al., 2024; Wang et al.,
2024b, 2026a)

Post-deletion membership /
reappearance tests (Maini et al.,
2024; Wang et al., 2024b)
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